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About Brave: The Company

Privacy focused browser

Novel, private, performant, user first web funding model
Opt-in, user-rewarding ad system

Search engine: https://search.brave.com

Video conferencing: https://talk.brave.com



About Brave: Research Department
e 5 researchers, 8 research-engineers
e Publication + product focused
e Topics like: privacy, security, cryptography, ML, etc.
e Standards bodies: IETF, W3C, WHATWG, etc.

e Active university <-> industry collaborations



About Brave: Deployed Privacy Research
e Supporting filter-lists with behavioral fingerprinting of trackers (S&P 2021)
e Filter list maintenance and optimization (SIGMETRICS 2020)
e Compatibility of browser storage policies (WWW 2022)

e Automated webcompat detection, browser covert channels, navigational
tracking, and more...
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37%

(and growing)

of Web users rely on
content blockers

M Malloy, M McNamara, A Cahn, and P Barford. 2016. Ad
¢ blockers: Global prevalence and impact. IMC’16 14-16-Nove
(2016), 119—-125. https://doi.org/10.1145/2987443.2987460
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CISA tells agencies to consider ad
blockers to fend off 'malvertising’

(Getty Images)



built-in blocking =~ browser add-ons

Firefox Brave uBlock AdGuard
Origin




content
blocker

v

-0X
<> ) Q .

site-nav. js

-—

X

web tracking. js web

browser <@——— servers




EasyList
[EasyPrivacy

—the largest filter list project

a2z.com/sping?
aan.amazon.com”$third-party
activengage.com/overwatch/
ad-shield.io”$third-party
ad.aloodo.com”
addthis.com/at/
addthis.com/live/
addthiscdn.com/live/
addthisedge.com/live/
addtoany.com/menu/transparent.gif
adfox.yandex.ru”®
adlog.com.com”
ads-trk.vidible. tv*
affiliates.mgmmirage.com”
affiliates.minglematch.com”
affirm.com/api/v2/cookie_sent

' filter
rules




EasyList
[EasyPrivacy

—the largest filter list project

Brave Filter List Engineer
@fanboynz

a2z.com/sping?
aan.amazon.com”$third-party
activengage.com/overwatch/
ad-shield.io”$third-party
ad.aloodo.com”
addthis.com/at/
addthis.com/live/
addthiscdn.com/live/
addthisedge.com/live/
addtoany.com/menu/transparent.gif
adfox.yandex.ru”®
adlog.com.com”
ads-trk.vidible. tv*
affiliates.mgmmirage.com”
affiliates.minglematch.com”
affirm.com/api/v2/cookie_sent

' filter
rules




® reddit Q Search Redd

Trending today

PROMOTED .

FearFest
Get 600 hours of horror with
FearFest on AMC+.

Marjorie Taylor Greene
Rep. Marjorie Taylor Greene was
hit with 2 different ethics...

McDonald's Strike Texas Guard
US McDonald's workers strike to [ll  Texas slashes Guard benefits

protest workplace harassment while spending millions to...

© v/politics and more (©) u/AMCPlus and more @ r/news and more t/news and more

Popular posts

@ Hot  Everywhere v New  d} Top

A

o Finews - Posted by jsmooitic 15 hours ag (+) i ) vaww
o 5B SEISEICELY

{1 In 2000, a Disneyland ticket cost $41. It's just

2 6 r/StartledCats

increased to $164. 5
shoaliien = g
3 ?,j r/AnimalsBeingJerks
() 8.7 Comments /> Share [ ] Save - 4 @ r/WhatsWrongWithYourDog
4 Qr/MadeMesmile Posted by u/Atillion 4 hours ago @4 & 5 @ r/Catswhoyell

Reddit, this is my child. I apologize for nothing. & Wholesome Moments ¢

Top NearYou News Gaming

Reddit Premium
The best Reddit experience, with monthly
Coins

POPULAR COMMUNITIES




@ reddit

Trending today

PROMOTED .

FearFest McDonald's Strike Texas Guard

Marjorie Taylor Greene
Rep. Marjorie Taylor Greene was
hit with 2 different ethics...

@ 1/politics and more

Get 600 hours of horror with US McDonald's workers strike to Texas slashes Guard benefits ]

FearFest on AMC+. protest workplace harassment while spending millions to...

Sy —— o - pa. t > e I — O O s ‘ ’
[

Popular posts

New d} Top - Hv

@ Hot  Everywhere v

host: reddit-cdn.com
B r’r?:wz’}“ “’;" éz "‘5‘ o e * &) e - - -
12000, a Disneyland ticket cost $41. It's just , Q anisicen o r 1 gl n : reddl t . com

increased to $164.
stgate.com/disney... (2 = . .
3 &3 r/AnimalsBeingderks

=
\ °
() 8.7kComments > share [ Save - 4 @ r/WhatsWrongWithYourDog .

4> @ /MadeMesmite - Posted by u/Ai ours ago @4 12 @6 &3 & 427D 5 @ r/Catswhoyell
07k Reddit, this is my child. I apologize for nothing. ' Whelesome Maments <5 -

Top NearYou News Gaming

)

Reddit Premium
W9 The best Redit experience, with monthly
Coins

POPULAR COMMUNITIES -




@ reddit

Trending today

Marjorie Taylor Greene
Rep. Marjorie Taylor Greene was

PROMOTED .

FearFest
Get 600 hours of horror with
FearFest on AMC+.

McDonald's Strike
US McDonald's workers strike to
protest workplace harassment

Texas Guard
Texas slashes Guard benefits

while spending millions to..

hit with 2 different ethics...

© v/politics and more (©) u/AMCPlus and more @ r/news and more @ :/news and more

reddit-logo.svg

Popular posts

@ Hot  Everywhere v } Top - Hv . L
—
host: reddit-cdn.com
——
0} r/news - Posted by u/smoothiesare 15 hours ag =
741k 3 R148 16 27 e 4 taww - - -
B Inersscdrosion, o e origin: reddit.com
increased to $164. P 2 Q r/StartledCats ° °
stgate.com/disney... (2 ; ’
3 ﬁj r/AnimalsBeingJerks

P SR type: 1image

5 @ r/Catswhoyell

Top NearYou News Gaming

() 8.7k Comments /2 Share [ ] Save

4> @ r/MadeMeSmile - Fosted b i our &

"9'“ Reddit, this is my child. I apologize for nothing. /€ Wholesome Moments

decision:

Reddit Premium
W9 The best Redit experience, with monthly
Coins

POPULAR COMMUNITIES -




@ reddit

Trending today

Marjorie Taylor Greene
Rep. Marjorie Taylor Greene was
hit with 2 different ethics...

@ 1/politics and more

Popular

6

1
74.1k
n
N7

60.7k

\V

PROMOTED .

FearFest
Get 600 hours of horror with

FearFest on AMC+.

(© u/AMCPLus and more

posts

} Top

Hot Everywhere

thiesaregood 15 hours ag

r/news - Post: u
B3 R1B 10 §27
In 2000, a Disneyland ticket cost $41. It's just
increased to $164.

om/disney... (5

() 8.7k Comments /2 Share [ ] Save

&

Texas Guard
Texas slashes Guard benefits
while spending millions to...

McDonald's Strike
US McDonald's workers strike to
protest workplace harassment

@ r/news and more r/news and more

0 1 W3 r/aww
<
2 @ r/StartledCats

3 ©.2 r/AnimalsBeinglerks

)

4 @ r/WhatsWrongWithYourDog

5 @ r/Catswhoyell

Top NearYou News Gaming

& Wholesome Moments

Reddit Premium
W9 The best Redit experience, with monthly
Coins

POPULAR COMMUNITIES

reddit-logo.svg
host: reddit-cdn.com
origin: reddit.com

type: 1image

decision:

allow



@ reddit

Trending today

PROMOTED .

FearFest McDonald's Strike Texas Guard

Get 600 hours of horror with US McDonald's workers strike to [ll  Texas slashes Guard benefits 1
FearFest on AMC+. protest workplace harassment while spending millions to...
(©) u/AMCPlus and more @ r/news and more t/news and more a _— O s s S O
[ I 1
- -
host: api.reddit.com
[ ] [ [
—
3> el k. bk S (+] 1 A (#3) aww
ak  BIRUBEZE - - -
= : . o P
" In 2000, a Disneyland ticket cost $41. It just oriqglin redd 1 t com
2 ~ @ ristartiedcats ° °

increased to $164.
stgate.com/disney... (2 = . .
3 &3 r/AnimalsBeingderks

L]
[Jswve - 4 @ r/WhatsWrongWithYourDog .
4> @ /MadeMesmite - Posted by u/Ai ours ago @4 12 @6 &3 & 427D 5 @ r/Catswhoyell
€07 Reddit, this is my child. I apologize for nothing. ' & Wholesome Moments ¢ “

Top NearYou News Gaming

Marjorie Taylor Greene
Rep. Marjorie Taylor Greene was
hit with 2 different ethics...

@ 1/politics and more

Popular posts

New d} Top - Hv

@ Hot  Everywhere v

)

() 8.7k Comments  /? Share

decision:

Reddit Premium
W9 The best Redit experience, with monthly
Coins

POPULAR COMMUNITIES -




Search Reddit

@ reddit C

Trending today

PROMOTED .

Marjorie Taylor Greene FearFest
Rep. Marjorie Taylor Greene was Get 600 hours of horror with
hit with 2 different ethics... FearFest on AMC+.
@ 1/politics and more ©) u/AMCPlus and more
Popular posts

@ Hot  Everywhere v

/‘A r/news - Post: u/smoothiesare; 6! urs ag

na  BIRUEEH1 G

{1 In 2000, a Disneyland ticket cost $41. It's just
increased to $164.
sfgate.com/disney... (2
() 8.7k Comments /> Share [ ] Save

4
60.7k

v

) r/MadeMeSmile - Posted by

Reddit, this is my child. I apologize for nothing.

&

& Wholesome Moments

McDonald's Strike
US McDonald's workers strike to
protest workplace harassment

Texas Guard
Texas slashes Guard benefits

while spending millions to...

@ r/news and more @ i/news and more

0 1 W3 r/aww
<
2 @ r/StartledCats

3 ©.2 r/AnimalsBeinglerks

)

4 @ r/WhatsWrongWithYourDog

5 @ r/Catswhoyell

Top NearYou News Gaming

Reddit Premium
W9 The best Redit experience, with monthly
Coins.

POPULAR COMMUNITIES

all-posts.json

host: api.reddit.com
origin: reddit.com
type: AJAX

decision:

allow



@ reddit

Trending today

PROMOTED .

FearFest McDonald's Strike Texas Guard

Get 600 hours of horror with US McDonald's workers strike to fll Texas slashes Guard benefits n n
FearFest on AMC+. protest workplace harassment while spending millions to...
(©) u/AMCPlus and more @ r/news and more t/news and more ‘ : I ‘ : I a ‘ : S
[
-
host: doubleclick.com
[ ] [
—
3> el k. bk S (+] 1 A (#3) aww
74,1k BRUBP G - - -
= : . o P
" In 2000, a Disneyland ticket cost $41. It just oriqglin redd 1 t com
2 Q r/StartledCats ° °

increased to $164.
stgate.com/disney... (2 = . .
3 &3 r/AnimalsBeingderks

=
\ °
() 8.7kComments > share [ Save - 4 @ r/WhatsWrongWithYourDog . l

43 @ r/MadeMesmile - Postec 82 @6 &3 & 4271 5 @ r/Catswhoyell
07k Reddit, this is my child. I apologize for nothing. ' Whelesome Maments <5 -

Top NearYou News Gaming

Marjorie Taylor Greene
Rep. Marjorie Taylor Greene was
hit with 2 different ethics...

@ 1/politics and more

Popular posts

New d} Top - Hv

@ Hot  Everywhere v

)

Reddit Premium
W9 The best Redit experience, with monthly
Coins

POPULAR COMMUNITIES -




@ reddit

Trending today

Marjorie Taylor Greene
Rep. Marjorie Taylor Greene was
hit with 2 different ethics...

@ 1/politics and more

Popular posts

thiesa

@ Hot  Everywhere v

0} t/news - Posted by u/sm
na  BIRUEEH1 G
&

increased to $164.

e.com/disney... (3

() 8.7k Comments

£ @ /MadeMeSmile - Postec

60.7k

(7 Share

PROMOTED .

FearFest
Get 600 hours of horror with

FearFest on AMC+.

(© u/AMCPLus and more

} Top

In 2000, a Disneyland ticket cost $41. It's just

Reddit, this is my child. I apologize for nothing.

&

McDonald's Strike
US McDonald's workers strike to
protest workplace harassment

@ r/news and more

2
e
3
4
7 5

& Wholesome Moments

Top

Texas Guard
Texas slashes Guard benefits

while spending millions to..

@ r/news and more

1) rfaww

o
(g r/StartledCats

EX 3 i :
23 r/AnimalsBeinglerks

@ r/WhatsWrongWithYourDog

@ r/Catswhoyell

NearYou News Gaming

Reddit Premium
W9 The best Redit experience, with monthly
Coins

POPULAR COMMUNITIES

clicktrack. js
host: doubleclick.com
origin: reddit.com

type: script

decision:



@ reddit

Trending today

PROMOTED .

McDonald's Strike Texas Guard
US McDonald's workers strike to [ll  Texas slashes Guard benefits

FearFest
Get 600 hours of horror with
FearFest on AMC+.

Marjorie Taylor Greene
Rep. Marjorie Taylor Greene was
hit with 2 different ethics...

@ 1/politics and more (© u/AMCPlus and more

ile spending millions to... u u
el e clicktrack. js
host: doubleclick.com
4L In 2000, a Disneyland ticket cost $41. It's just ) Q istartisdCats o r 1 g 1 n : re ddl t . c om

Popular posts

@ Hot Everywhere v £t New Top

o

Top Aww Communities

increased to $164. n
(4
stgate.com/disney... (2 %9 i i
3 23 r/AnimalsBeinglerks -
- L]
() s.7kComments /> share [ Save 4 @ r/WhatsWrongWithYourDog .
43 @ r/MadeMeSmile - Posted by u/A oursago @4 F812 @6 &3 & 427 5 @ r/Catswhoyell

07k Reddit, this is my child. I apologize for nothing. ' Whelesome Maments <5 m

Top NearYou News Gaming

decision:

Reddit Premium
The best Reddit experience, with monthly
Coins

POPULAR COMMUNITIES -

i |doubleclick.com/clicktrack. js




@ reddit

Trending today

PROMOTED .

McDonald's Strike Texas Guard
US McDonald's workers strike to [ll  Texas slashes Guard benefits

FearFest
Get 600 hours of horror with
FearFest on AMC+.

Marjorie Taylor Greene
Rep. Marjorie Taylor Greene was
hit with 2 different ethics...

@ 1/politics and more (© u/AMCPlus and more

ile spending millions to... u u
el e clicktrack. js
host: doubleclick.com
4L In 2000, a Disneyland ticket cost $41. It's just ) Q istartisdCats o r 1 g 1 n : re ddl t . c om

Popular posts

@ Hot Everywhere v £t New Top

o

Top Aww Communities

increased to $164. n
(4
stgate.com/disney... (2 %9 i i
3 23 r/AnimalsBeinglerks -
- L]
() s.7kComments /> share [ Save 4 @ r/WhatsWrongWithYourDog .
43 @ r/MadeMeSmile - Posted by u/A oursago @4 F812 @6 &3 & 427 5 @ r/Catswhoyell

07k Reddit, this is my child. I apologize for nothing. ' Whelesome Maments <5 m

Top NearYou News Gaming

decision:

Reddit Premium
The best Reddit experience, with monthly
Coins

POPULAR COMMUNITIES -

block

i |doubleclick.com/clicktrack. js




@ reddit

Trending today

PROMOTED .

McDonald's Strike Texas Guard
US McDonald's workers strike to [ll  Texas slashes Guard benefits

FearFest
Get 600 hours of horror with
FearFest on AMC+.

Marjorie Taylor Greene
Rep. Marjorie Taylor Greene was
hit with 2 different ethics...

@ 1/politics and more (© u/AMCPlus and more

ile spending millions to... u u
el e clicktrack. js
host: doubleclick.com
4L In 2000, a Disneyland ticket cost $41. It's just ) Q istartisdCats o r 1 g 1 n : re ddl t . c om

Popular posts

@ Hot Everywhere v £t New Top

o

Top Aww Communities

increased to $164. n
(4
stgate.com/disney... (2 %9 i i
3 23 r/AnimalsBeinglerks -
- L]
() s.7kComments /> share [ Save 4 @ r/WhatsWrongWithYourDog .
43 @ r/MadeMeSmile - Posted by u/A oursago @4 F812 @6 &3 & 427 5 @ r/Catswhoyell

07k Reddit, this is my child. I apologize for nothing. ' Whelesome Maments <5 m

Top NearYou News Gaming

decision:

Reddit Premium
The best Reddit experience, with monthly
Coins

POPULAR COMMUNITIES -

block

i |doubleclick.com/clicktrack. js




Is blocking a complete solution?



Is blocking a complete solution?

- Where can blocking go wrong?
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Option #2:
Resource Replacements

google-analytics.com/analytics. js

Qiﬁdow.ga = {};
ga.track = function(kind, url, tag) {

.

7
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reddit-cdn.com/FrontPage. js

)).Track page view:
ga.track(‘pageview’ , location.href,
‘default-frontpage’) ;
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Bad: Need significant time and expertise
Bad: High maintenance costs
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SugarCoat automates these!
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var x = 1 + 2;
var y = ‘Hello ' + x;
Math.min(x, 4);
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Fingerprinting APIs

- CanvasRenderingContext2D.prototype.getimageData
- navigator.userAgent

documen t N i e e

- etc...
localSto
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used to persist used to exfiltrate
tracking identifiers personal data
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-> We redirect privacy-sensitive Web API accesses to
mock implementations.

const fetch = async (url, init = null ) =>

{ throw new TypeError (‘Failed to fetch’); };
exports.fetch = {

value: fetch, writable: true,

configurable: true, enumerable: true

};

Mocks are write-once, and reusable between
resource replacement scripts.
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Q3: How do we locate those parts in script code?

- Ideally, we would do this statically!
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|$mockLocalStorage = ...; |

o=

APIs used:

e Document#cookies
e Window#fetch
® Window#localStorage

privacy-h

arming
script




Q4: How do we actually transform script code?
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Q4: How do we actually transform script code?

|$mockCookies = ... |

o=

|$mockFetch = ...; |

o=

|$mockLocalStorage = ...; |

o=

APIs used:

e Document#cookies
e Window#fetch
® Window#localStorage
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Q4: How do we actually transform script code?

privacy —_ h ét.n.)ction getTrackingId() {

arming
Script if ('trackingId) {

trackingId = Math.random() ;
window.localStorage.setItem("trackingId", trackingId) ;
}

return trackingId;

let trackingld = window.localStorage.getItem("trackingId") ;

JavaScript Global Scope:

window.localStorage =
/* browser-provided implementation */




Q4: How do we actually transform script code?

privacy —_ h ét.n.)ction getTrackingId() {

arming
Script if (!tf::flckingId) -

let trackingId window.localStorage.getItem("trackingId") ;

A O S A e oo

window.iocalStorage.setItem("trackingId", trackingId) ;
}

return trackingId;

JavaScript Global Scope:

window.localStorage =
/* browser-provided implementation */




Q4: How do we actually transform script code?

privacy —_ h | fux.mction getTrackingId() {

arming
Script if ('trackingId) {

trackingId = Math.random() ;
window.localStorage.setItem("trackingId", trackingId) ;
}

return trackingId;

let trackingld = window.localStorage.getItem("trackingId") ;

I}

JavaScript Global Scope:

window.localStorage =
/* browser-provided implementation */




Q4: How do we actually transform script code?

privacy —_ h ét.n.)ction getTrackingId() {

. try {
armlng Sreplace (window, "localStorage", $mockLocalStorage) ;
o let trackingld = window.localStorage.getItem("trackingId") ;
Scrlpt if (!trackingId) ({
trackingId = Math.random() ;

window.localStorage.setItem("trackingId", trackingId) ;
}

return trackingId;

JavaScript Global Scope:

window.localStorage =
/* browser-provided implementation */




Q4: How do we actually transform script code?

privacy —_ h ét.n.)ction getTrackingId() {

try {
arming Sreplace (window, "localStorage", $mockLocalStorage) ;
o let trallkingld = window.localStorage.getItem("trackingId") ;
Scrlpt if (1tdickingId) ({
trackingId = Math.random() ;

wingpw.localStorage.setItem("trackingId", trackingId) ;

}

return trackingId;

4
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JavaScript al Scope:

window.localStorage =
$mockLocalStorage




Q4: How do we actually transform script code?

privacy —_ h ét.n.)ction getTrackingId() {

try {
arming Sreplace (window, "localStorage", $mocklLocalStorage) ;
o let trackingld = window.localStorage.getItem("trackingId") ;
Scrlpt if (!trackingId) {
trackingId = Mathl random() ;

window.localStorage.setItem("trackingId", trackingId) ;

}
return trackingId;'
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window.localStorage l
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Q4: How do we actually transform script code?

privacy —_ h ét.n.)ction getTrackingId() {

try {
arming Sreplace (window, "localStorage", $mockLocalStorage) ;
o let trackingld = window.localStorage.getItem("trackingId") ;
Scrlpt if (!trackingId) {
trackingId = Math.random() ;

window.localStorage.setItem("trackingId", trackingId) ;

}
return trackingId; l
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window.localStorage = /
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Q4: How do we actually transform script code?

privacy —_ h ét.n.mction getTrackingId() {

try {
[ ]
armlng $replace (window, "localStorage", $mocklLocalStorage) ;
let trackingld = window.localStorage.getItem("trackingId") ;

[ ]
Scrlpt if (!trackingId) ({
trackingId = Math.random() ;
window.localStorage.setItem("trackingId", trackingId) ;
}
return trackingId;

} finally {
Srestore (window, "localStorage") ;

}
}

JavaScript Global Scope:

window.localStorage =
$mockLocalStorage




Q4: How do we actually transform script code?

privacy —_ h ft.n.)ction getTrackingId() {

try {
[ ]
armlng $replace (window, "localStorage", $mocklLocalStorage) ;
let trackingld = window.localStorage.getItem("trackingId") ;

[ ]
Scrlpt if (!trackingId) ({
trackingId = Math.random() ;
window.localStorage.setItem("trackingId", trackingId) ;

}

return trackingId;

} finally {
Srestore (window, "localStorage") ;

o
7

JavaScript Global Scope: v

window.localStorage =
/* browser-provided implementation */




Q4: How do we actually transform script code?

privacy —_ h :;:‘1..11.1ction getTrackingId() {

try {

arming Sreplace (window, "localStorage", $mockLocalStorage) ;
o let trackingld = window.localStorage.getlItem("trackingId")
Scrlpt if (!trackingId) {
trackingId = Math.random() ;

window.localStorage.setItem("trackingId", trackingId) ;

}

return trackinglId;
} finally {
Srestore (window, "localStorage") ;
}
}

privacy-
respecting
resource
replacement
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Q5: How do we know if it works?



Privacy Evaluation: Script-Level

Original Rewritten

# Storage Calls (Mean) 77 0
# Storage Calls (Median) 17 0
# Storage Calls (Total) 130,494 0
# Network Calls (Mean) 5 0
# Network Calls (Median) 0 0
# Network Calls (Total) 9,095 0




Privacy Evaluation: Page-Level
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Compatibility Evaluation

6 human evaluators

50 Web sites evaluated

(drawn from https://github.com/easylist/easylist/issues)

2 evaluators per site

3 conditions

(“default”, “blocked”, “rewritten”)

1 minute per site, per condition


https://github.com/easylist/easylist/issues

Compatibility Evaluation

Rating Scale:

1 - no perceptible difference between the default and
current conditions

2 - browsing experience altered, but evaluator still able
to perform the same tasks as in the default condition

3 - evaluator not able to perform the same tasks as in
the default condition



Compatibility Evaluation

Measure

# evaluators 6
# Web sites evaluated 50
% agreement 90%
Measure Mean Median
When blocking 2.86 3

With SugarCoat 1.03 1
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Summary

e SugarCoat resources are shared and open
e Deployed in Brave today
e Used by 50m people daily
e UCSD <-> Brave collaboration
Peter Snyder
Senior Director of Privacy

pes@brave.com
www.peteresnyder.com




